Websense® TRITON™ Mobile Security
It’s the data, not the device
What is your biggest concern with mobile devices: the data
or the device? For most, data protection ranks first. TRITON
Mobile Security combines four key elements for a highly
effective unified mobile security solution: content-aware
data security, industry-leading web security, malicious app
protection, and mobile device management (MDM).
This is the mobile security you’ve been waiting for
TRITON Mobile Security enables the safe and secure use of mobile devices in your
organization. Its data-aware defenses protect against data loss and the theft of
intellectual property. MDM features let you control mobile devices to keep them
secure, minimize risk and maintain compliance. It extends your web security
policies to mobile devices when they are used outside your corporate network on
3G and wireless networks. And you get real-time contextual security provided by
Websense ACE (Advanced Classification Engine), the technology that powers all
TRITON security solutions.

The most effective protection against mobile threats
•

Data loss prevention (DLP) for mobile email is provided by an ActiveSync
agent that uses existing TRITON DLP policies to provide secure mobile
Exchange email access. (Remote enterprise email access is a primary use of
mobile devices and poses a high risk for data loss or theft.)

•

ACE provides real-time protection against web threats, mobile malware and
malicious mobile applications. Plus it evaluates app installations and app
updates in real-time.

•

TRITON Mobile Security uses the Mobile App Tracker, a component of the
Websense ThreatSeeker® Network. It proactively downloads, analyzes and
classifies mobile apps and their updates to provide a predictive machine
analysis engine on commands, permissions, reputations and malicious code
traits.

•

MDM features include password enforcement, remote lock and wipe, and
comprehensive web security reporting.

•

Websense Cloud Security Service delivers global protection, with connectivity
provided via an iOS profile or Android app. Mobile email DLP is compatible
with any ActiveSync-enabled mobile device.
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Enable mobile devices
•

Protect against mobile malware, malicious
apps, data theft and web threats

•

Mobile email DLP for ActiveSync-compatible
devices to protect data

•

Integrated MDM features such as password
enforcement and remote wipe and lock

•

Detailed inventory of devices, OS versions,
apps and web security reports

•

Enhance business productivity for enterpriseissued and personal mobile devices

Proven cloud service superiority
•

Industry-leading 99.999% uptime service
level agreement

•

ISO 27001-certified cloud infrastructure
backed by more than a decade of experience
and investment

•

Global carrier-grade data centers

•

24/7/365 staffing

•

Physical intrusion detection systems

•

Video surveillance

•

Restricted access lists

•

Photo and biometric verification

•

Data centers located across the globe

Confidently use mobile devices to improve
business productivity
•

Enforce compliance and manage risk with features that include visibility
into what applications are installed on mobile devices, and web security and
filtering that protects against mobile malware, phishing and other scams.

•

Flexible and granular policy controls support both enterprise-issued
and personal mobile devices. They enable you to take advantage of the
new business opportunities provided by cloud-computing apps and the
consumerization of IT.

•

Reduce operational costs with a single mobile security solution that unites
web security with data-aware defenses and MDM features — all managed from
the TRITON console.

“Websense offered the most
powerful protection in real time. The
solution is also easy to use, as it is
completely GUI-based and provides
us with exhaustive and granular
policy management.”
- Vijay Joshi, Manager Networks &
Projects, KPTI Cummins
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Combined with classifiers for real-time security, data and content
analysis — the result of years of research and development —
they enable ACE to detect more threats than traditional antivirus
engines every day. ACE is the primary engine behind all TRITON
solutions, and is supported by the ThreatSeeker Network, which
collects data from more than 900 million endpoints and analyzes
up to 5 billion web pages every day.
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The Websense difference: Websense ACE
(Advanced Classification Engine)
ACE provides inline, contextual defenses for web, email, data and
mobile security by using composite risk scoring and analytics
that span seven defense assessment areas.
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The Websense solution

Secure mobile devices

TRITON Mobile Security unifies web security and reporting, mobile malware and malicious app
protection, plus provides vital MDM features for device management and security.

Real-time protection against mobile malware

Uses ACE to provide contextual security and multi-layered, real-time analysis of web content.

Mobile app protection

Mobile App Tracker scans, classifies and stores mobile apps that are being used,
downloaded, or updated on mobile devices. It also alerts you if an app is or becomes
infected.

Reporting on mobile devices

Provides detailed reporting on devices, OS versions and mobile apps per device, in addition
to complete web security reporting for compliance and security.

Data protection

ActiveSync agent delivers enterprise-class DLP with data-aware defenses to protect data on
mobile devices from loss or theft.

Spend less time on deploying mobile
security

TRITON Mobile Security is delivered as a cloud security service for easy deployment. An
included user self-help portal frees up IT for other projects.

Seamless integration

TRITON Mobile Security is built upon the TRITON architecture, which unifies web, email, data
and mobile security for more effective security and lower costs.

Mobile, social, and cloud technologies drive productivity. But they also open the door to data theft and advanced attacks
that can slip right by anti-virus, URL filtering and firewall defenses. Websense® TRITON™ solutions keep you a step ahead
with web, email, data, and mobile security solutions (available together or separately) that share a common architecture.
The real-time defenses of Websense ACE (Advanced Classification Engine), plus flexible deployment options and a unified
management console, make TRITON solutions vital in today’s dynamic environments.

Learn more at www.websense.com | +1 800-723-1166 | info@websense.com
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